09/529644 

422 Rec'dwf/PTO 1 7 APR 2000 



METHOD AND DEVICE FOR THE ROUTING OF SPECIFIC DATA, 
PARTICULARLY OF RECEIVING RIGHTS IN A PAY-TV TERMINAL 

A The invention relates to a method and a device for - thG> - 

A 

routing of specific data, particularly of receiving 
rights, in a pay-TV terminal, which are transmitted 
iji from a transmitter via a transmission medium to the 

;^ 5 pay-TV terminal, using mobile data carriers, 

^31 particularly chipcards . 

;L. It is known that pay-TV systems employ "^'conditional 

..p access systems" in order to ensure that pay- TV programs 

;~ 10 can be received only by entitled customers. This is 

accomplished by encryption of the program contents, by 
storage of receiving rights in a security module in the 
terminal and by the addition of receiving conditions to 
the actual program contents. 

15 

Terminals for receiving a pay-TV program are usually 
set-top boxes or decoders. However, other terminals 
such as PC cards or PCMCIA modules are also possible, 
or the terminal may also be integrated into a 
20 television set. At present, the security modules used 

are usually chipcards which are not permanently 
connected to the terminal, but can also be removed from 
it. 

25 The program contents are encrypted, in that the program 
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data are encrypted by an encryption algorithm such as 
the DVB conunon- scrambling algorithm, or with the DES 
algorithm, and are decrypted in the pay- TV terminal. 

5 The receiving conditions are added to a program in the 

form of ''entitlement control messages" (ECMs) which are 
transmitted with the program contents. These ECMs are 
associated in fixed manner with the program contents 
and make it possible for the encrypted program contents 
10 to be decrypted again, thereby enabling the customer to 

use picture and sound in the accustomed manner. 



The receiving rights are transmitted in the form of 
''entitlement management messages" (EMMs). The program 

15 contents, the receiving conditions and the receiving 

rights are transmitted over the same transmission 
medium (cable, satellite, terrestrial broadcast, etc.). 
However, the receiving rights are not linked with the 
program contents, but with a logical address of the 

20 terminal of the customer or with that of the security 

module. 



The basic principle of addressing in pay-TV systems 
lies in storing all the receiving rights of a customer 
25 on his/her personal security module. This also enables 

a customer to use a different terminal to view the pay- 
TV programs to which he has subscribed or which he has 
bought (when traveling, for example) . Consequently, the 
terminal itself does not contain an address. 

30 

Since the receiving rights are always addressed to a 
security module, usually in the form of a chipcard, the 
pay-TV terminal filters out from the stream of received 
receiving rights only those which are addressed to the 
35 current chipcard that is presently in communication ^ 



NY01 270893 v 1 



2 



REVISED PAGE 




with the terminal. The pay- TV terminal receives 
additionally required filter criteria from the current 
chipcard. This means that a customer can only receive 
new receiving rights when his chipcard is in 
5 communication with a pay-TV terminal. Therefore, pay-TV 

customers are advised to continually leave their 
chipcards in the pay-TV terminal. However, since the 
program provider must also expect that customers will 
not follow this advice, the program provider must 
10 repeatedly transmit the receiving rights over a long 

period of time, which, given large numbers of 
customers, necessitates a tremendous data capacity. 

With this concept, it is impossible for several 
15 customers to access a pay-TV terminal with their 

individual chipcards. Consequently, each customer must 
have his own terminal in order to ensure that he 
receives his receiving rights as well. 

20 WO 93/07715 Al describes a pay-TV terminal which includes a 

card reader, a microprocessor and a memory, in which user- 
specific demands on the pay-TV terminal can be input via a 
chipcard and the card reader. As soon as the chipcard is 
inserted into the card reader, the data are downloaded from 

25 the chipcard and stored in the memory. 

Therefore, the object of the invention is to develop a 
design approach which no longer has the above 
disadvantages , 

30 

This objective is achieved by a method having the 
features of Claim 1 and by a device having the features 
of Claim 9. 

35 The invention is characterized in that the pay-TV 
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terminal buffers certain data, particularly the 
receiving rights, and, once a specific mobile data 
carrier, particularly a chipcard, is in communication 
with the pay-TV terminal, the receiving rights 
5 belonging to this mobile data carrier are routed to 

said mobile data carrier and stored. For this purpose, 
it is necessary that the pay-TV terminal use a list to 
store a certain number of chipcard numbers, together 
with chipcard-specif ic filter information, with which 

10 the pay- TV terminal is to cooperate. When a chipcard 

which was never in communication with the pay- TV 
terminal is inserted into the pay-TV terminal for the 
first time, the number of the chipcard is stored in the 
pay-TV terminal. Thus, the pay- TV terminal "knows" 

15 . which receiving rights it must filter out from the data 

stream of all transmitted receiving rights in order to 
be able to store those receiving rights in the list. 



A further advantageous refinement of the invention is 
20 that the length of the list and/or the precise 

composition of the list is predetermined to be variable 
or fixed. This makes it possible, depending on the 
technical possibilities of the pay-TV terminal, to 
configure a memory of the pay-TV terminal for the list 
25 on the one hand and, on the other hand, for other 

purposes not further described here. Since the storage 
capacity of the pay-TV terminal is not unlimited, the 
list must be dimensioned to a certain size, so that 
only a certain number of chipcard numbers can be stored 
30 in the list in the pay-TV terminal. 



However, it is also possible for the list to be 
generated automatically by the pay- TV terminal 
according to fixed rules. 
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In a further embodiment of the invention, the list is 
entered manually by the customer. For this purpose, it 
is necessary that the customer independently program 
the numbers of the chipcard into the pay-TV terminal. 
However, it is also conceivable for the list to be 
transferred into the pay-TV terminal via the medium. In 
this case, the system operator transmits the chipcard 
numbers via the transmission path to the pay- TV 
terminal of the customer; this, of course, presupposes 
that the terminal can be addressed. Consequently, the 
chipcard numbers can be transferred via this path into 
the list of the pay-TV terminal and stored there. 

It is further provided that a mobile data carrier, 
particularly a chipcard, transmits filter information 
to the pay-TV terminal as soon as it is in 
communication with the pay-TV terminal. The pay-TV 
terminal requires this filter information in order to 
be able to filter out from the stream of transmitted 
receiving rights, those rights which are relevant for 
the chipcard in question. 

In addition, provision is made that, with the aid of a 
preset prioritization, the receiving rights are deleted 
if the list available in the pay-TV terminal is 
exceeded. If the memory space of the pay-TV terminal 
available for a chipcard is exceeded, a prioritization 
logic circuit must ensure that receiving rights or the 
numbers of the chipcards are removed from the list, so 
that only the "most important" chipcard numbers and 
their receiving rights are stored in the pay- TV 
terminal . 

The invention further relates to a pay-TV terminal that/' 
features at least a memory, a communication apparatus 
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and a control and evaluation electronics which makes it 
possible for the specific data, particularly the 
receiving rights, to be stored in the pay-TV terminal 
and, in response to communication via the communication 
5 apparatus of the pay-TV terminal with a specific mobile 

data carrier, particularly with a chipcard, for this 
specific data to be routed to the chipcard. 



One advantageous refinement of the invention is that 
10 the memory is a nonvolatile, preferably an EEPROM or a 

flash PROM, memory. The use of a non-volatile memory 
^ module ensures that, in the event of a power failure, 

;fl the pay-TV terminal does not lose its stored data. 

^0 15 A control module of the control and evaluation 

'g electronics in the pay-TV terminal is responsible for 

••F carrying out an allocation between the specific data 

Q and the specific data carriers. The control module 

:^ therefore has the function of correctly allocating the 

%l 20 specific data (receiving rights) to the numbers of the 

15 chipcards stored in the list of the pay-TV terminal, in 
order to be able to store the data in the list. 



An evaluation module of the control and evaluation 
25 electronics checks which mobile data carrier is in 

communication with the pay-TV terminal, in order 
thereby to permit the correct routing of the specific 
data. Consequently, the evaluation module has the 
function, inter alia, of checking whether a chipcard is 
30 in communication with the pay- TV terminal. If so, the 

evaluation module checks whether receiving rights are 
available for this chipcard, in order thus to transmit 
these receiving rights to the chipcard. If the chipcard 
in question, or its chipcard number, is not entered in 
35 the list, the evaluation module must ensure that this 
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is done. 

In addition, a priority circuit in the pay-TV terminal 
decides which specific data, particularly receiving 
5 rights, are deleted if the available memory space in 

the pay-TV terminal is exceeded. Therefore, should the 
list stored in the pay- TV terminal be completely filled 
with data, the priority circuit has the function of 
providing a logic to ensure that either further 
10 chipcards which are inserted into the terminal are 

ignored or, alternatively, that chipcard numbers stored 
in the list are deleted, so that "new" chipcards can be 
entered in the list. 

15 This method of the present invention according to Claim 

1 and this device of the present invention according to 
Claim 9 each have the advantage that several customers 
can now access one pay-TV terminal with their personal 
chipcards and are therefore always able to receive new 

20 or additional receiving rights and to store them on 

their chipcards. 

Hereinbelow, the invention is described in greater 
detail on the basis of an exemplary embodiment with 
25 reference to the Drawing, in which: 

Fig. 1 shows a schematic scenario of a pay- TV 
system; 

30 Fig. 2 shows a flow chart of the communication 

between a chipcard and a pay-TV terminal; 

Fig. 3 shows a flow chart of the communication 

between a pay-TV terminal and a transmission 
35 medium; and 
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Fig. 4 shows a schematic block diagram of a pay- TV 
terminal . 

Fig. 1 shows a schematic scenario of a pay-TV system 1 
used to receive and decode encrypted television 
programs . 

Pay-TV system 1 essentially includes a pay-TV terminal 
2f a transmission medium 3 and a transmitter 4, both 
pay- TV terminal 2 and transmitter 4 being connected to 
transmission medium 3. Fig. 1 also shows a plurality of 
symbolically depicted mobile data carriers 34 in the 
form of chipcards 5 with their contacting elements 6. 
Pay- TV terminal 2 has a communication apparatus 3 6 in 
the form of a contacting device 7 used to accept 
chipcards 5. Further shown in pay-TV terminal 2 is a 
symbolically depicted memory 35 in the form of a list 
8. List 8 is symbolically shown with rows 9 and columns 
10, to indicate that data can be stored in a structured 
manner in list 8. Pay-TV terminal 2 is connected via a 
connecting cable 11 to transmission medium 3. Likewise, 
transmitter 4 is connected via a connecting cable 12 to 
transmission medium 3. 

Fig. 2 shows a first, greatly simplified flow chart 13 
in order to explain hereinbelow the communication 
between a chipcard 5 and a pay-TV terminal 2. 

A starting point 14, in which necessary software and/or 
hardware initializations are carried out, is followed 
by a first step 15. During step 15, pay-TV terminal 2 
waits for a -chipcard 5, in order to enter into 
communication with it. When a chipcard 5 with its 
contacting elements 6 is introduced into contacting 
device 7 of pay- TV terminal 2, a transition is made to 
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a first branch point 16. At this first branch point 16, 
it is now checked whether the number of the chipcard is 
already stored in list 8 , or whether it is a "new" 
chipcard 5. If a chipcard 5 is inserted which has not 
5 yet been entered in list 8 of pay-TV terminal 2, a 

switch is made to a step 17 in which the filter 
information and the number of chipcard 5 are 
transferred into list 8 of pay- TV terminal 2, If this 
step has already been executed in the past, then, 

10 starting from first branch point 16, this step 17 is 

skipped and a jump is made to a second branch point 18. 
I f the chipcard is a "new" chipcard, then, starting 
from step 17, second branch point 18 is also reached. 
At second branch point 18, it is decided whether 

15 special data, particularly receiving rights , exist for 

this chipcard 5, the special data having been 
transferred at an earlier time or at this moment to 
pay- TV terminal 2 by transmitter 4 via transmission 
medium 3. If this is not the case, a jump is made 

20 directly to an end point 20 and no further steps are 

carried out. If, however, receiving rights exist for 
this chipcard 5, then a jump is made to a step 19. In 
this step 19, the receiving rights for inserted 
chipcard 5, stored in list 8, are transmitted to 

25 chipcard 5. Consequently, the receiving rights for this 

chipcard 5 have now been transmitted, through 
intermediate storage in list 8 of pay-TV terminal 2, to 
chipcard 5 of the customer. After step 19, no further 
actions are required, so that a jump can be made 

30 directly to end point 20. At end point 20, it is 

possible to carry out final activities which, however, 
are not relevant for the method of the present 
invention and are therefore not further described. For 
the sake of clarity, a necessary loop, starting from 

35 end point 20 back to starting point 14, is not shown. 
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The second flow chart 21 in Fig. 3 shows^ in greatly 
simplified and abstract form, the communication between 
pay-TV terminal 2 and transmission medium 3. After 
activation of pay-TV terminal 2, the sequence of second 
flow chart 21 is started at starting point 22. As at 
starting point 14 in Fig. 2, necessary hardware and/or 
software initializations are carried out at starting 
point 22. After starting point 22 has been executed, a 
transition is made to a branch point 23. At branch 
point 23, transmission medium 3 is constantly 
"monitored", so that there is a continuous comparison 
between the stored filter information of pay- TV 
terminal 2 and the receiving rights transmitted via 
transmission medium 3. If the filter information agrees 
with specific data from the receiving rights, a 
transition is made to a step 24. In this step 24, the 
receiving rights are then extracted from a transmitted 
data stream 33 and stored in appertaining row 9 of list 
8. If the filter information does not agree with the 
specific data from the receiving rights, then step 24 
is also not carried out. This comparison of the filter 
information and the specific data from the receiving 
rights is now constantly repeated, as is implied by 
loop 25 represented in Fig. 3. 

Fig. 4 shows a schematic block diagram of a pay-TV 
terminal 2 with connecting cable 11 to transmission 
medium 3. Pay-TV terminal 2 possesses contacting device 
7 and list 8. Additionally, pay-TV terminal 2 contains 
a control and evaluation electronics 26 and a priority 
circuit 27. Control and evaluation electronics 26 has a 
control module 28 and an evaluation module 29. For the 
sake of clarity, the relevant modules necessary for the 
reception of the data and the necessary decoding 
modules are not shown in Fig. 4. Via connecting cable 
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11, control module 28 "listens to" the data supplied 
via transmission medium 3, so that, as apparent in Fig. 
4f data stream 33 [flows] in the direction of pay-TV 
terminal 2. Control module 28 implements flow chart 21 
which was explained in Fig, 3, so that, as shown in 
Fig. 4, a bidirectional connecting cable 30 between 
control module 28 and list 8 must be provided. 

Evaluation module 29 provides a communication with 
contacting device 7 via a connecting cable 31. This 
connecting cable 31 must likewise be bidirectional, so 
that, firstly, data can be exchanged in the direction 
of contacting device 7, and therefore in the direction 
of chipcard 5, and, secondly, data can be exchanged in 
the direction of evaluation module 29 and therefore in 
the direction of list 8, Using a bidirectional 
connecting cable 32 ensures that, on one hand, the 
filter information can be transferred from the chipcard 
into list 8, and on the other hand, the receiving 
rights can be transmitted via this connecting cable 32 
to chipcard 5. Thus, evaluation module 29 assumes the 
function represented in Fig. 2 on the basis of flow 
chart 13 . 
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